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Abstract: The paper proposes a lossless, a reversible, and a combined data hiding schemes for encrypted images. It 

uses the concept of Reversible data hiding and Lossless data hiding concept. Using these concepts the data can be 

embedded into cover image which is encrypted. For encryption of cover image, paillier algorithm is used. The paillier 

algorithm generates the pair of public private key. In contrast to using an existing cover image to hide messages, the 

algorithm conceals the source image and embeds secret messages using.  This allows extracting the secret messages 

and source image from a embedded data in encrypted image. The approach offers some advantages. First, the scheme 

offers the embedding capacity that is proportional to the number of pixel in image.  Second, the reversible capability 

inherited from this scheme provides functionality, which allows recovery of the cover image. 
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I. INTRODUCTION 

 

There are various techniques available for data protection. 

Out of which encryption and data hiding are two effective 

means of data protection. The encryption techniques 

convert plaintext content into unreadable cipher text. The 

data hiding techniques embed additional data into cover 

media. The data can be embedded by introducing slight 

modifications. Data hiding may be performed with a 

lossless or reversible manner.  
 

In the proposed system the terms "lossless" and 

"reversible" will be distinguished. In the previous 

references these two terms have the same meaning. If the 

display of cover signals containing embedded data is same 

as that of original cover even though the cover data have 

been modified for data embedding, in this case we can say 

that the data hiding method is lossless. If the original cover 

content can be perfectly recovered from the cover version 

containing embedded data even though a slight distortion 

has been introduced in data embedding procedure, in this 
case we can say that the data hiding scheme is reversible. 

 

II. LITERATURE SURVEY 

 

Xinpeng Zhang and Kuriyama [1] proposed a practical 

reversible data hiding scheme. The optimal rule of value 

modification under a payload distortion criterion is found 

by using an iterative procedure.  

 

This work first finds the optimal value transfer matrix by 

maximizing a target function of pure payload with an 

iterative procedure, and then proposes a practical 
reversible data hiding scheme. The differences between 

the original pixel-values and the corresponding values 

estimated from the neighbors are used to carry the payload 

that is made up of the actual secret data to be embedded 

and the auxiliary information for original content 

recovery.  

 

 

Advantage: 

 The optimal transfer mechanism gives a new rule of 

value modification and can be used on various cover 

values. 

 

Disadvantage: 

 The computation complexity due to the prediction will 

be higher.  
 

Subhanya R.J Anjani Dayanandh N. [2] uses the 

watermarking algorithm that embeds image/ text data 

invisibly into a video based on Integer Wavelet Transform 

and to minimize the mean square distortion between the 

original and watermarked image and also to increase 

PSNR.  

 

Advantage: 
 

 This approach can improve the quality of the 

watermarked image and give more robustness of the 

watermark and also increasing PSNR.  

 

Disadvantage: 
 

 Low hiding capacity. 

 Complex computations.  

 

X. Zhang. [3] proposed the a novel scheme for separable 

reversible data hiding, which consists of image encryption, 

data embedding and data extraction/ image-recovery 

phasespatch-based sampling and used the feathering 

approach for the overlapped areas of adjacent patches. 

 

Advantage: 
 

 The method is simple less computation is required. 

 

Disadvantage: 

 Data compression is not efficient. 
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W. Puech, M. Chaumont, and O. Strauss [4] showed that 

data embedding is performed in encrypted domain and 

authorized receiver can recover the original plaintext 

image and extract the embedded data.AES is used for data 

encryption. 
 

Disadvantage: 

 Quality of decrypted image degrades.  

 Kede Ma, Weiming Zhang, Xianfeng Zhao, Nenghai Yu, 

and Fenghua Li [5] have developed the system by 

reserving room before encryption. To make the data hiding 

process effortless, extra space is made empty in the 

previous stage. 

 

Advantages: 

 The method can take advantage of all traditional RDH 
techniques achieves the excellent performance for the 

plain images and without loss of any secrecy. 

 This novel method can achieve real reversibility, 

separate data extraction and greatly improvement on 

the quality of marked decrypted images. 

 

III. SYSTEM DESIGN 

 

 
Fig. 1.  System Architecture 

 

Fig. 1 shows the system for A Lossless and Reversible 
Data Hiding in Encrypted Images. 
 

The proposed system includes the following modules: 
 

1. Histogram Shrink. 

2. Image Encryption Module 

3. Data Embedding module. 

4. Data extraction and image decryption module. 

 

A. Image Encryption Module : 

 Initially the histogram of original image is considered. 

 From that original histogram new histogram is 
constructed. 

 The value of this histogram is converted into binary 

stream bs1. 

 The peak of new histogram is found by image provider. 

 

 The image provider also divides all pixels into two 

sets: the first set including (N−8) pixels and the second 

set including the rest 8 pixels, and maps each bit. 

 Then, a histogram shift operation is made, 

 

 
 

  At last, the image provider encrypts all pixels using a 

public key cryptosystem. 
 

B. Image Encryption Module: 

 Select the source image which is to be used as cover 

medium. 

 Using Paillier algorithm the selected cover image is 

encrypted. 

 

Algorithm: 

 Select two large prime p and q. 

 Calculate the product n=p x q. 

 Choose semi random non zero integer g(Randomly 
chosen by mathematica),g has order multiple of 

n gcd (L(g^λ(n) mod n^2),n)=1  

Where L(t)=(t-1)/n and λ(n)=lcm(p-1,q-1) 

 The public key is composed of (g,n), while the private 

key is composed of (p,q, λ) 

 Encryption of message is given by C=g^mr^n mod n^2 

 Decryption is given by  

m=(L(g^λ(n) mod n^2)/(L(g^λ(n) mod n^2))mod n 

 

C. Data Embedding Module: 

 The string are stored in sequence as data 1 and data 2. 

 The message is also converted in byte array. 

C’(i,j)=C(i,j).(r’(i,j))nmodn2  

Where c’(i,j) is the changed ciphertext. 

 

D. Data  Extraction and Image Decryption Module 

 Data can be extracted in two different domain. 

 Data 1 i.e one added using reversible scheme is 

extracted in the decrypted domain, meaning the image 

is decrypted first and then the hidden data is extracted 

into it. 

 Data 2 is extracted in the encrypted domain itself. 

 Using reversible scheme we get the original cover 

image as well as the hidden data. 

 

IV. EXPERIMENTAL RESULTS 

 

We are going to evaluate this video inpainting approach on 

the ICDAR dataset. The performance of video inpainting 

scheme is evaluated by calculating peak signal to noise 

ratio. If PSNR of inpainted video sequence is high, then it 

can be said that a high performance is achieved with this 

approach.The output of the implemented modules of the 

system is as follows: 
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A. Select source image to hide data  

 

 
Fig. 2 Select source data 

 

B. Histogram Shrink: 

 

 
Fig. 3.Generated equalised image and histogram. 

 

C. Message Embedding: 

 

 
Fig. 4.Embedding Data Using RDH 

 

 
Fig. 5.Embedding Data Using LDH 

D. Data Extraction And Image Decryption: 

 

 
Fig 6 Data Extraction of data in encrypted domain (LDH) 

     

 
Fig.7Data Extraction of data in decrypted domain (RDH) 

 

Result Analysis: 

 

Table 1: Computing time (seconds) 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 PSNR(dB) 

Embedding 

rate (bpp) 

Lena  

 

Plane Man Crowd 

0.005 67.16 65.94 57.49 67.22 

0.01 63.44 63.18 55.71 64.13 

0.05 55.46 57,02 50.19 56.75 

0.1 52.33 54.2 46.17 52.62 

0.2 49.07 50.98 40.68 49.1 

0.3 45 48.26 35.87 45.21 

0.4 40.65 44.67 31.16 41.24 

0.5 35.84 40.78 25.92 35.99 

 

Table 2: Embedding Capacity & PSNR 

 
Sr.no Size of image Computing time 

in (ms) 

 160 x 120 16ms 

2 314 x 235 30ms 

3 512 x 512 32ms 

4 1920 x 2560 93ms 
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Fig. 8.Graph of Embedding Rate Vs PSNR 

 

V. CONCLUSION 

 

The system proposes a combined approach using a lossless 

and reversible data hiding approach. The secrete data is 
hidden in the encrypted cover image. Using reversibility 

concept it is possible to recover the original source image. 

The approach provides reversibility to retrieve the original 

cover image. The presented algorithm is secure and robust. 

The proposed scheme offers substantial benefits and 

provides an opportunity to extend data hiding applications. 
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